Title: METHOD AND APPARATUS FOR LOAD BALANCING BASED ON XML CONTENT IN A PACKET 
Inventor(s): Anilkumar Guntum Express Mail No. EV336615432US Docket No. 350078.412 



CLIENT 
TERMINAL 1 



102 



CLIENT 
TERMINAL N 




FIG. 1 



Title: METHOD AND APPARATUS FOR LOAD BALANCING BASED ON XML CONTENT IN A PACKET 
Inventor(s): Anilkumar Gunturu Express Mail No. EV336615432US Docket No. 350078.412 



SOAP ENVELOPE 



200 



SOAP HEADER 



HEADER BLOCK 



HEADER BLOCK 



SOAP BODY 



BODY SUB- 


-ELEMENT 




BODY SUB- 


-ELEMENT 



FIG. 2 



Title: METHOD AND APPARATUS FOR LOAD BAUNCING BASED ON XML CONTENT IN A PACKET 
Inventor(s): Anilkumar Gunturu Express Mail No. EV336615432US Docket No. 350078.412 



502- 



504- 



-506 



500- 



HEADER 



PAYLOAD 



TRAILER 



508- 




f] URL STRING 
HOSTNAME 
COOKIE 
, HEADER NAME 
J/^< GROUP ID 
PORT 
METHOD 

OTHER DEFINED FIELDS 
VL UNDEFINED FIELDS 



SOAP HEADER 




XML 





SOAP BODY 



XML 

=7= 



-204 



-206 



518 



FIG. 3 



Title: METHOD AND APPARATUS FOR LOAD BALANCING BASED ON XML CONTENT IN A PACKET 
Inventor(s): Anilkumar Gunturu Express Mail No. EV336615432US Docket No. 350078.412 



DEFINE XML RULES 
AND POLICIES 



■402 



STORE RULES 
AND POLICIES 



'404 



410- 



412 



READ HEADER 



READ BODY 



RECEIVE PACKET 



I 



DECRYPTION/ENCRYPTION 



EVALUATE CONTENTS OF 

PACKET, INCLUDING ANY 
XML-RELATED INFORMATION 



EVALUATE RULE(S) USING 

CONTENTS OF PACKET 



■406 



■407 



■408 



■414 



PERFORM ACTION ON PACKET 
BASED ON EVALUATED RULES 



■416 



400 




FIG. 4 



Title: METHOD AND APPARATUS FOR LOAD BALANCING BASED ON XML CONTENT IN A PACKET 
Inventor(s): Anilkumar Gunturu Express Mail No. EV336615432US Docket No. 350078.412 



> 

LU \= 

to 



tn O 

LU o 
CD 



LU CO 

in ^ 



Id" 



(Si 



LU o 

LU I— 
-J O 
Q_ LU 

^8 



X 




Title: METHOD AND APPARATUS FOR LOAD BALANCING BASED ON XML CONTENT IN A PACKET 
Inventor(s): Anilkumar Gunturu Express Mail No. EV336615432US Docket No. 350078.412 




Title: METHOD AND APPARATUS FOR LOAD BAU\NCING BASED ON XML CONTENT IN A PACKET 
Inventor(s): Anilkumar Gunturu Express Mail No. EV336615432US Docket No. 350078.412 




Title: METHOD AND APPARATUS FOR LOAD BALANCING BASED ON XML CONTENT IN A PACKET 
Inventor(s): Anilkumar Gunturu Express Mail No. EV336615432US Docket No. 350078.412 




